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SUPERVISION

PhD - Completed: 0, @
2

Master - Completed: O,
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AREAS OF EXPERTISE

Computer Security

Information, Computer And Comunication Technologies

ACADEMIC QUALIFICATION

PhD in Computer Science (2012)
Master in Teknologi Maklumat (sains Komputer) (2005)

Bachelor in Pengurusan Sistem Maklumat (2001)

RESEARCH

1. EXPLORING LINGUISTIC AND CULTURAL LACUNAE IN
DEVELOPING AN ARAB-MALAY GLOSSARY OF
UNTRANSLATABLE WORDS FROM HADITH TEXTS: A
SEMIOTIC APPROACH ENHANCED BY ARTIFICIAL
INTELLIGENCE

2. PENGADAPTASIAN APLIKASI Al BERKAITAN ILMU HADIS
UNTUK MASYARAKAT AWAM MENDALAMI ILMU HADIS

2024 GERAN PENYELIDIKAN USIM-INDUSTRI ON GOING

3. HYBRID COVERT CHANNEL TECHNIQUE FOR SHORT
SECURE MESSAGING

2023 GERAN PENYELIDIKAN USIM ON GOING

4. A WEB-BASED SELF-HELP INTERVENTION (MAMA OK KIT)
FOR PERINATAL DEPRESSION AND ANXIETY: THE
EFFECTIVENESS AND WOMEN'S EXPERIENCES

2022 GERAN SEPADAN AGENSI KERAJAAN ON GOING

5. INTELLIREHAB - INTELLIGENT MEDICAL SYSTEM WITH
CUSTOMISED EXCERCISES FOR PERSONALIZED HOME
TELEREHABILITATION

2016 GERAN ANTARABANGSA COMPLETED



RESEARCH

6. QUALITY-IN-USE OF WEB APPLICATION EVALUATION MODEL (QINUEM)

7. A NEW SELF-ADAPTIVE DETECTION MODEL VIA BEHAVIOR-BASED EXECUTION ANALYSIS TO COUNTER ZERO-DAY MALWARE ATTACKS

8. PEMBANGUNAN PERISIAN PEMBELAJARAN TARANNUM DALAM MENINGKAT TAHAP KOMPENTENSI DALAM SENI LAGU AL-QURAN

9. ENHANCING THE QUALITY AND ACCURACY OF ASSESSMENT VIA THE INTEGRATION OF COGNITIVE LEARNING THEORIES INTO A SECURE AUTOMATED
MARKING OF COMPREHENSIVE-BASED AND CODE-BASED ASSESSMENT IN PROGRAMMING COURSES AT TERTIARY LEVEL OF HIGHER EDUCATION
INSTITUTION

10. EFFICIENT MOBILE MALWARE DETECTION MODEL (EMMDET)

2013 coMPLETED I CO-RESEARCHER

11. KAJIAN KEBOLEHPASARAN GRADUAN USIM

2013 COMPLETED JI CO-RESEARCHER



PUBLICATION

1. A BIO-INSPIRED BEHAVIOR-BASED HYBRID FRAMEWORK FOR RANSOMWARE DETECTION

INTERNATIONAL JOURNAL OF ADVANCED COMPUTER SCIENCE AND APPLICATIONS (IJACSA)

2025 journaL JEWOSII co-AuTHOR

2. SOROTAN KAJIAN TERJEMAHAN DAN KECERDASAN BUATAN (Al): TINJAUAN LITERATUR NARATIF

QUANTUM JOURNAL OF SOCIAL SCIENCES AND HUMANITIES

3. A ROBUST MALWARE DETECTION FRAMEWORK USING CONTROL FLOW GRAPHS, NODE2VEC, AND GCN INTEGRATION

2025 INTERNATIONAL CONFERENCE ON ELECTRICAL, COMPUTER AND COMMUNICATION ENGINEERING (ECCE)

4. SQL INJECTION DETECTION USING MACHINE LEARNING: A REVIEW

THE MALAYSIAN JOURNAL OF SCIENCE, HEALTH & TECHNOLOGY (MJOSHT)

2024 JOURNAL OTHER DATABASE CORRESPONDING AUTHOR

5. A HYBRID SQL INJECTION DETECTION FRAMEWORK USING ENSEMBLE-BASED MACHINE LEARNING

8TH SCIENCE AND TECHNOLOGY GRADUATES COLLOQUIUM

NON-INDEX ] CORRESPONDING AUTHOR

6. PENILAIAN ULASAN CHATGPT TERHADAP MAKSUD HADITH

PERSIDANGAN ANTARABANGSA SAINS SOSIAL & KEMANUSIAAN KALI KE-9 (PASAK9 2024)

7. PENILAIAN TERHADAP FAKTA SAINS YANG DIBERIKAN OLEH CHATGPT BERKAITAN HADIS

PERSIDANGAN ANTARABANGSA SAINS SOSIAL & KEMANUSIAAN KALI KE-9 (PASAK9 2024)

2024 NON-INDEX ] CO-AUTHOR

8. PEMBINAAN PANGKALAN DATA HADIS LENGKAP DALAM BAHASA MELAYU UNTUK DATA RAYA (BIG DATA): KAJIAN KES TERHADAP CABARAN YANG
DIHADAPI OLEH KUMPULAN I-STATUS HADIS

JOURNAL OF HADITH STUDIES

2023 JOURNAL MYJURNAL CO-AUTHOR

9. STUDENTS' PERCEPTION TOWARDS THE USE OF I-STATUS HADITH MS WORD ADD-IN TO IMPROVE ACADEMIC WRITING

JOURNAL OF HADITH STUDIES

10. SQL INJECTION DETECTION USING MACHINE LEARNING WITH DIFFERENT TF-IDF FEATURE EXTRACTION APPROACHES

LECTURE NOTES IN NETWORKS AND SYSTEMS

2023 CHAPTER IN BOOK CO-AUTHOR

11. PENILAIAN STATUS HADITH DI ERA DIGITAL

SWAN2022

2022 PROCEEDING NON-INDEX MAIN AUTHOR

12. PEMAPARAN STATUS HADIS DALAM APLIKASI DIGITAL HADIS: ISU DAN MASALAH

E-PROCEEDING SAIS 2022 SEMINAR ANTARABANGSA ISLAM DAN SAINS 2022

13. CABARAN PEMBINAAN PANGKALAN DATA HADIS LENGKAP DALAM BAHASA MELAYU UNTUK DATA RAYA (BIG DATA) YANG DIHADAPI OLEH
KUMPULAN I-STATUS HADIS: SATU KAJIAN KES

THE 8TH INTERNATIONAL PROPHETIC CONFERENCE (SWAN 2022)

2022 EETES T



PUBLICATION

14. MACHINE LEARNING-BASED TECHNIQUE TO DETECT SQL INJECTION ATTACK

JOURNAL OF COMPUTER SCIENCE

2021 JOURNAL SCOPUS AND ERA CORRESPONDING AUTHOR

15. INSTRUMENTING APl HOOKING FOR A REALTIME DYNAMIC ANALYSIS

2019 INTERNATIONAL CONFERENCE ON CYBERSECURITY (ICOCSEC)

16. AN INSIGHT INTO THE FARAIDSYS INITIATIVES

THE INTEGRATION OF NAQLI AND AQLI IN INFORMATION SECURITY AND ASSURANCE FROM THE ISLAMIC & AND TECHNOLOGICAL PERSPECTIVES

2019 CHAPTER IN BOOK MAIN AUTHOR

17. SIGNATURE-BASED MALWARE DETECTION USING SEQUENCES OF N-GRAMS

INTERNATIONAL JOURNAL OF ENGINEERING & TECHNOLOGY

2018 JOURNAL SCOPUS CO-AUTHOR

18. A PREEMPTIVE BEHAVIOUR-BASED MALWARE DETECTION THROUGH ANALYSIS OF API CALLS SEQUENCE INSPIRED BY HUMAN IMMUNE SYSTEM

INTERNATIONAL JOURNAL OF ENGINEERING & TECHNOLOGY

19. A TWO-STAGE MALWARE DETECTION ARCHITECTURE INSPIRED BY HUMAN IMMUNE SYSTEM

2018 CYBER RESILIENCE CONFERENCE (CRC)

2018 PROCEEDING NON-INDEX CO-AUTHOR

20. A PREEMPTIVE BEHAVIOUR-BASED MALWARE DETECTION THROUGH ANALYSIS OF API CALLS SEQUENCE INSPIRED BY HUMAN IMMUNE SYSTEM

INTERNATIONAL CONFERENCE ON INFORMATION SYSTEMS & SECURITY

2017 EEES e

21. A SIGNATURE BASED MALWARE DETECTION USING SEQUENCES OF N-GRAMS

INTERNATIONAL CONFERENCE ON INFORMATION SYSTEMS & SECURITY

2017 NON-INDEX ] CO-AUTHOR

22. PENILAIAN TERHADAP FAKTA SAINS YANG DIBERIKAN OLEH CHATGPT BERKAITAN HADIS

PERSIDANGAN ANTARABANGSA SAINS SOSIAL & KEMANUSIAAN KALI KE-9 (PASAK9 2024)

2017 PROCEEDING NON-INDEX CO-AUTHOR

23. A POX CONTROLLER MODULE TO COLLECT WEB TRAFFIC STATISTICS IN SDN ENVIRONMENT

INTERNATIONAL JOURNAL OF COMPUTER, ELECTRICAL, AUTOMATION, CONTROL AND INFORMATION ENGINEERING

24. MALWARE RESEARCH DIRECTIONS: A LOOK INTO RANSOMWARE

SEMINAR SOFTAM 2016

2016 NON-INDEX CO-AUTHOR

25. A FRAMEWORK FOR A MULTI-LAYERED SECURITY OF AN AUTOMATED PROGRAMMING CODE ASSESSMENT TOOL

JOURNAL OF COMPUTER SCIENCE

2015 JOURNAL SCOPUS MAIN AUTHOR

26. THE INTEGRATION OF FARAID LEARNING WITH ONLINE BASED SYSTEM: A PERSPECTIVE FROM THE FARAIDSYS ILEGACY PROJECT

SEMINAR BERSAMA USIM - UNIVERSITAS ISLAM NEGERI (UIN) MALIKI, MALANG, INDONESIA.



PUBLICATION

27. A FRAMEWORK FOR EVALUATING QINU BASED ON ISO/IEC 25010 AND 25012 STANDARDS

SOFTWARE ENGINEERING CONFERENCE (MYSEC2015)

2015 PROCEEDING NON-INDEX CO-AUTHOR

28. A STUDY ON USER PERCEPTION TOWARDS ANDROID BASED FARAID APP AND AWARENESS OF FARAID ISSUES

SEMINAR BERSAMA USIM - UNIVERSITAS ISLAM NEGERI (UIN) MALIKI, MALANG, INDONESIA.USIM ALAMIYAH AND UIN MALIKI INDONESIA. DEWAN BESAR USIM.

29. DETECTING WORM ATTACKS IN CLOUD COMPUTING ENVIRONMENT: PROOF OF CONCEPT

AUSTRALIAN JOURNAL OF BASIC AND APPLIED SCIENCES

30. BRIDGING THE GAP BETWEEN LIFE AND DEATH: A NEED FOR AN ICT BASED SECRETS MANAGEMENT

THE 6TH ISLAMIC BANKING ACCOUNTING AND FINANCE CONFERENCE

2014 PROCEEDING NON-INDEX MAIN AUTHOR

31. PERWARISAN HARTA ISLAM DAN CABARAN DI ERA ICT

SEMINAR WARISAN NABAWI KALI KE-4 (SWAN2014)

32. YOZAKAT: ZAKAT CALCULATION SYSTEM BASED ON AS-SUNNAH

SEMINAR WARISAN NABAWI KALI KE-4 (SWAN2014)

33. APLIKASI MULTIMEDIA DALAM MEMBANGUNKAN INDEKS QURAN DAN SUNNAH

SEMINAR WARISAN NABAWI KALI KE-4 (SWAN2014)

2014 NON-INDEX ] CO-AUTHOR

34. DETECTING WORM ATTACKS IN CLOUD COMPUTING ENVIRONMENT: PROOF OF CONCEPT

2014 IEEE 5TH CONTROL AND SYSTEM GRADUATE RESEARCH COLLOQUIUM

2014 NON-INDEX ] CO-AUTHOR

35. GENTLE-BLUE: A NEW METHOD FOR ACTIVE QUEUE MANAGEMENT

ADVANCED COMPUTER SCIENCE APPLICATIONS AND TECHNOLOGIES (ACSAT), 2014 3RD INTERNATIONAL

36. REAL TIME VIDEO ENHANCEMENT FOR VARIOUS WEATHER CONDITIONS USING DARK CHANNEL AND FUZZY LOGIC

THE 2ND INTERNATIONAL CONFERENCE ON COMPUTER AND INFORMATION SCIENCES

37. KONSEP DAKWAH DALAM ILMU ISLAM BERAUTORITI DI ALAM SIBER: KAJIAN TINJAUAN AWAL TERHADAP LAMAN WEB AMINDER INFORMATIF
BERKONSEPKAN ISLAM

SEMINAR WARISAN NABAWI KALI KE-4 (SWAN2014)

2014 PROCEEDING NON-INDEX CO-AUTHOR

38. MARKOV-MODULATED BERNOULLI-BASED PERFORMANCE ANALYSIS FOR BLUE ALGORITHM UNDER BURSTY AND CORRELATED TRAFFICS

INTERNATIONAL CONFERENCE ON COMPUTER, COMMUNICATIONS, AND CONTROL TECHNOLOGY (14CT), 2014

39. YOZAKAT: ZAKAT CALCULATION SYSTEM BASED ON AS-SUNNAH

SUNNAH ASAS WASATIYYAH, PENCETUS TRANSFORMASI UMMAH

2014 CHAPTER IN BOOK CO-AUTHOR



PUBLICATION

40. APLIKASI MULTIMEDIA DALAM MEMBANGUNKAN INDEKS QURAN DAN SUNNAH

SUNNAH ASAS WASATIYYAH, PENCETUS TRANSFORMASI UMMAH

2014 CHAPTER IN BOOK CO-AUTHOR

41. SISTEM FARAID DI ERA ICT DARI PERSPEKTIF QURAN DAN SUNNAH

SUNNAH ASAS WASATIYYAH, PENCETUS TRANSFORMASI UMMAH

2014 CHAPTER IN BOOK CO-AUTHOR

42. E-LEARNING TOOL: AN OVERVIEW OF ADVANCES IN AUTOMATED PROGRAMMING CODES ASSESSMENT

INTERNATIONAL LANGUAGE AND EDUCATION CONFERENCE (ILEC) 2013

2013 PROCEEDING NON-INDEX CO-AUTHOR

43. A DATA MINING APPROACH FOR DETECTION OF SELF-PROPAGATING WORMS DIGITAL OBJECT IDENTIFIER : HTTP://DX.DOI.ORG/10.1109/NSS.2009.88

THIRD INTERNATIONAL CONFERENCE ON NETWORK AND SYSTEM SECURITY, 2009. NSS '09.

2009 PROCEEDING NON-INDEX MAIN AUTHOR

44. MALICIOUS CODE DETECTION ARCHITECTURE INSPIRED BY HUMAN IMMUNE SYSTEM DIGITAL OBJECT IDENTIFIER :
HTTP://DX.DOI.ORG/10.1109/SNPD.2008.160

NINTH ACIS INTERNATIONAL CONFERENCE ON SOFTWARE ENGINEERING, ARTIFICIAL INTELLIGENCE, NETWORKING, AND PARALLEL/DISTRIBUTED COMPUTING (SNPD'08)

2008 PROCEEDING NON-INDEX MAIN AUTHOR

45. AN OVERVIEW OF RECENT ADVANCES IN INTRUSION DETECTION DIGITAL OBJECT IDENTIFIER: HTTP://DX.DOI.ORG/10.1109/CIT.2008.4594714

8TH IEEE INTERNATIONAL CONFERENCE ON COMPUTER AND INFORMATION TECHNOLOGY (CIT'08)

2008 EES

46. AN EVALUATION OF API CALLS HOOKING PERFORMANCE DIGITAL OBJECT IDENTIFIER : HTTP://DX.DOI.ORG/10.1109/CIS.2008.199

IEEE INTERNATIONAL CONFERENCE ON COMPUTATIONAL INTELLIGENCE AND SECURITY

2008 NON-INDEX ] MAIN AUTHOR



CONSULTATION

1. PENETRATION TEST

SDEC USIM

2019 UNIVERSITY

2. PENTAKSIR SOALAN SAINS KOMPUTER 2018

BAHAGIAN MATRIKULASI

2018 NATIONAL

3. RESEARCH CONSULTATION ON BEHAVIOR BASED MALWARE RESEARCH AT FTSM, UKM

4. BENGKEL PERANCANGAN STRATEGIK INFAD DAN PEMURNIAN SISTEM PENGURUSAN FATWA (FMS)2015

5. PROPOSAL DEFENCE. PERMISSION-BASED PRIVACY FRAMEWORK USING PSEUDO DATA TECHNIQUE IN ANDROID ENVIRONMENT. EXTERNAL PANEL.

PUSAT PENYELIDIKAN TEKNOLOGI & PENGURUSAN PERISIAN

6. CONSULTANCY ON AUTOMATED IMAGE-TO-CHARACTER (OCR) TRANSFORMATION (A PROGRAMMING TECHNIQUE). 2013. A SERVICE ON A PROJECT OF
RESEARCHERS AT THE . SEPTEMBER 2013.

FACULTY OF MAJOR LANGUAGES STUDIES, USIM

7. A MEMBER PANEL OF EXPERT FOR FOCUS GROUP ON TRUSTED COMPUTING®S PROJECT REVIEW

FOCUS GROUP ON TRUSTED COMPUTING, FTSM, UKM

8. PEMERIKSA SKRIP KERTAS PEPERIKSAAN SAINS KOMPUTER SC015

BAHAGIAN MATRIKULASI, KEMENTERIAN PENDIDIKAN MALAY

2013 NATIONAL

9. PENGGUBAL SOALAN SAINS KOMPUTER SEMESTER 1 (DC015)

BAHAGIAN MATRIKULASI, KEMENTERIAN PENDIDIKAN MALAY



AWARDS/RECOGNITION

1. SCAN2JAWI: MODERNIZING JAWI LITERACY THROUGH INTELLIGENT TEXT SCANNING

INTERNATIONAL INVENTION, INNOVATION & DESIGN IN HIGHER EDUCATION IMPACT 2026

2026 ANTARABANGSA GOLD

2. ANUGERAH SUKAN DAN REKREASI

2025 OTHERS

3. ANUGERAH PENERBITAN JURNAL BERINDEKS WOS/SCOPUS/MYCITE

2025 OTHERS

4. I-TAKHRIJ: AN APPLICATION FOR MANAGING TAKHRIJ) HADITH TAKS

INNOVATION BANK CHALLENGE 2025

5. HADITH LACUNAE

PERTANDINGAN POSTER PENYELIDIKAN INOVASI 2025

6. SYARAH HADITH Al

4TH INNOVATION BANK CHALLENGE 2024 (IBC 2024)

7. I-SANAD

4TH INNOVATION BANK CHALLENGE 2024 (IBC 2024)

8. VULNERABILITY-INSIGHT : AN Al ENHANCED VULNERABILITIES MANAGEMENT PLATFORM

SCEINCE AND TECHNOLOGY RESEARCH EXPO (SCITEX)

2024 UNIVERSITI BRONZE

9. ?2ILM HADITH Al

INNOVATION BANK CHALLENGE 2023 (1BC2023)

2023 UNIVERSITI GOLD

10. QR CODE SECURITY SCANNER

SCIENCE AND TECHNOLOGY RESERACH EXPO (SCITEX@20TH FST)

11. I-STATUS HADIS WORD ADD-IN

MALAYSIA TECHNOLOGY EXPO 2022

2022 ANTARABANGSA GOLD

12. I-STATUS HADIS LENS

INNOVATION BANK CHALLENGE (IBC 2022)

13. I-STATUS HADIS WORD ADD-IN

Persidangan dan Ekspo Ciptaan Institusi Pengajian Tinggi Antarabangsa (PECIPTA22)

14. ANUGERAH PERKHIDMATAN SETIA



AWARDS/RECOGNITION

15. | STATUS HADIS

32nd INTERNATIONAL INVENTION,INNOVATION & TECHNOLOGY EXHIBITION,MALAYSIA (ITEX 2021)

2021 ANTARABANGSA GOLD

16. I-STATUS HADIS

INNOVATION BANK CHALLENGE (IBC 2021)

17. THE SQLIA DETECTOR : AN EMBEDDED SQL INJECTION DETECTOR USING NEGATIVE SELECTION TECHNIQUE

INNOVATION BANK CHALLENGE (IBC 2021)

2021 UNIVERSITI SILVER

18. ACADEMIC ADVISOR

COSMOPOINT SDN BHD

19. PROOFREADING SYSTEM (PS) TO ENHANCE STUDENT€S WRITING SKILL

Pertandingan Ekspo Ciptaan Institusi Pengajian Tinggi dan Antarabangsa (PECIPTA) 2015

20. FARAIDSYS : A FARAID TRAINING SYSTEM AND CERTIFICATION PROGRAM

Pertandingan Ekspo Ciptaan Institusi Pengajian Tinggi dan Antarabangsa (PECIPTA) 2015

21. SOIQ : VERSES RETRIEVAL BASED ON SEMANTICALLY WEIGHTED AND CORRELATED INDEXING SERVICE

Pertandingan Ekspo Ciptaan Institusi Pengajian Tinggi dan Antarabangsa (PECIPTA) 2015

CERTIFICATE OF APPRECIATION

22. ILEGACY

25TH INTERNATIONAL INVENTION , INNOVATION & TECHNOLOGY EXHIBITION (ITEX 2014)

23. APLIKASI MULTIMEDIA DALAM MEMBANGUNKAN INDEKS QURAN DAN SUNNAH

SEMINAR WARISAN NABAWI KALI KE-4 (SWAN 2014)

24. ZAKAT : PERSONAL WEALTH ADVISOR - (KATEGORI : PENGURUSAN KEWANGAN ISLAM)

PERTANDINGAN REKACIPTA DAN INOVASI ISLAM USIM 2014 (I-REKA 14)

25. AMIRCLE - (KATEGORI : ICT)

PERTANDINGAN REKACIPTA DAN INOVASI ISLAM USIM 2014 (I-REKA 14)

26. AMINDER - (KATEGORI : ICT)

PERTANDINGAN REKACIPTA DAN INOVASI ISLAM USIM 2014 (I-REKA 14)

2014 UNIVERSITI BRONZE

27. SERVIS ORIENTED INTERACTIVE QURAN (SOIQ)

EKSPO INOVASI ISLAM I-INOVA 2014



28. AMINDER WEBSITE

EKSPO INOVASI ISLAM I-INOVA 2014



AWARDS/RECOGNITION

29. FARAIDSYS : A FARAID TRAINING SYSTEM AND CERTIFICATION PROGRAM

EKSPO INOVASI ISLAM I-INOVA 2014

2014 KEBANGSAAN BRONZE

30. FARAIDSYS : TOWARDS SYARIAH COMPLIANT IN FARAID SYSTEM

International Syariah Compliant Idea, Inventio, Innovation & Design 2014 (ISCIID 2014)

31. SERVICE ORIENTED INTERACTIVE QURAN (KATEGORI : ULUM ISLAMIYYAH & UMMAH DEVELOPMENT)

PERTANDINGAN REKACIPTA DAN INOVASI ISLAM USIM 2014 (I-REKA 14)

2014 UNIVERSITI CERTIFICATE OF APPRECIATION

32. YOZAKAT

EKSPO INOVASI ISLAM I-INOVA 2014

2014 KEBANGSAAN CERTIFICATE OF APPRECIATION

33. THE FARAIDSYS PROJECT

4TH EXPOSITION ON ISLAMIC INNOVATION 2013 (I-INOVA"13)



